DIGITALEUROPE calls on e-evidence proposal to 
protect European users’ privacy & fundamental rights 


Brussels, 10 December 2018 


The e-evidence package that was proposed by the European Commission presents a real opportunity to 
update European law enforcement authorities’ access to electronic data with regards to criminal 
investigations, whilst maintaining European users’ privacy and other fundamental rights. In light of the recent 
General Approach by the European Council, DIGITALEUROPE will continue to provide constructive feedback 
throughout the legislative process, working together with both the European Parliament and the European 
Council, with the aim to ensure that the original goal of the European Commission proposal is maintained. 


‘We appreciate the essential work that law enforcement does to protect our societies, and we have advocated 

for a new legal regime which allows law enforcement to do its job more effectively,’ said Cecilia Bonefeld- 
Dahl, Director General of DIGITALEUROPE. ‘However, the pursuit of such a solution should always take on 
board the rights, principles and values on which the EU is built. We now look forward to working with the 
European Parliament to ensure a more balanced Regulation is reached,’ she concluded. 


DIGITALEUROPE’s main concerns revolve around the following changes in the General Approach compared 
to the European Commission’s proposal: 


= Limitations on the notification of the data subject about the data requests; 

= Deletion of service providers’ rights to legally challenge questionable data requests; 

= Weakening of mechanisms to resolve jurisdictional conflict where the fundamental rights of 
individuals or interests of the state are protected in third countries; 

= Ex-post validation of Orders by judicial officers in emergency cases without appropriate ex-ante 
escalation; 

= Inclusion of a fine of up to 2 percent of global annual turnover for service providers if data is not 
handed over to law enforcement agencies; and 

= Not including the requirement to notify the Member State where the data subject lives, when only 
this Member State has the incentive to defend the data subject’s rights and challenge legal orders. 


As potential solutions, DIGITALEUROPE has advocated a number of additional safeguards which include: 
clarifying that the default first point of call should be the enterprise customer of all cloud service providers; 
strengthening of good faith immunity provisions; introducing more realistic timeframes for responding to 
requests; improving transparency measures; and safeguarding legal representatives from personal liability. 
For more information, please refer to DIGITALEUROPE’s position paper on the e-evidence package that was 
published on the 2nd August 2018 (here). 


DIGITALEUROPE looks forward to engaging in a constructive discussion with the European Parliament and 
the Council on all the above points as the policy debate on the proposal moves to the next steps. 
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For more information please contact: 


Alberto Di Felice, Senior Policy Manager for Infrastructure, Privacy and Security 
alberto.difelice@digitaleurope.org or +32 2 609 53 10 


Lionel Sola, Director of Communications & Political Outreach 
lionel.sola@digitaleurope.org or +32 492 25 84 32 


ABOUT DIGITALEUROPE 


DIGITALEUROPE represents the digital technology industry in Europe. Our members include some of the world's largest 
IT, telecoms and consumer electronics companies and national associations from every part of Europe. DIGITALEUROPE 
wants European businesses and citizens to benefit fully from digital technologies and for Europe to grow, attract and 
sustain the world's best digital technology companies. DIGITALEUROPE ensures industry participation in the 
development and implementation of EU policies. 


DIGITALEUROPE’s members include in total over 35,000 ICT Companies in Europe represented by 66 Corporate 
Members and 40 National Trade Associations from across Europe. Our website provides further information on our 


recent news and activities: http://www.digitaleurope.org 
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Corporate Members 


Adobe, Airbus, Amazon, AMD, Apple, Arcelik, Bosch, Bose, Brother, Canon, Cisco, Dell, Dropbox, Epson, Ericsson, Fujitsu, 
Google, Hewlett Packard Enterprise, Hitachi, HP Inc., Huawei, IBM, Intel, JVC Kenwood Group, Konica Minolta, Kyocera, 
Lenovo, Lexmark, LG Electronics, Loewe, MasterCard, METRO, Microsoft, Mitsubishi Electric Europe, Motorola 
Solutions, MSD Europe Inc., NEC, Nokia, Nvidia Ltd., Océ, Oki, Oracle, Palo Alto Networks, Panasonic Europe, Philips, 
Pioneer, Qualcomm, Ricoh Europe PLC, Rockwell Automation, Samsung, SAP, SAS, Schneider Electric, Sharp Electronics, 
Siemens, Sony, Swatch Group, Tata Consultancy Services, Technicolor, Texas Instruments, Toshiba, TP Vision, VMware, 
Western Digital, Xerox, Zebra Technologies. 


National Trade Associations 
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Austria: |OO Germany: BITKOM, ZVEI Slovakia: ITAS 
Belarus: INFOPARK Greece: SEPE Slovenia: GZS 
Belgium: AGORIA Hungary: IVSZ Spain: AMETIC 


Bulgaria: BAIT 

Croatia: Croatian Chamber of 
Economy 

Cyprus: CITEA 

Denmark: DI Digital, IT-BRANCHEN 
Estonia: ITL 

Finland: TIF 

France: AFNUM, Syntec Numérique, 
Tech in France 
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lreland: TECHNOLOGY IRELAND 
Italy: Anitec-Assinform 

Lithuania: INFOBALT 
Luxembourg: APSI 

Netherlands: Nederland ICT, FIAR 
Norway: Abelia 

Poland: KIGEIT, PIIT, ZIPSEE 
Portugal: AGEFE 

Romania: ANIS, APDETIC 
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Sweden: Foreningen 
Teknikforetagen i Sverige, 
IT&Telekomforetagen 

Switzerland: SWICO 

Turkey: Digital Turkey Platform, ECID 
Ukraine: IT UKRAINE 

United Kingdom: techUK 


